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Notice
Export Compliance:

This product is controlled by the export laws and regulations of the United States of America. The U.S.
Government may restrict the export or re-export of this product to certain individuals and/or destinations. For
further information, contact the U.S. Department of Commerce, Bureau of Industry and Security or visit
www.bis.doc.gov.

Legal Notices

ThisUserManualpr ovi des wuser infor mat i on Sateflite LLC and psraftiliatedd e d i a
companies, directors, officers, employees, agents, trusteesorconsult ant s (Al ri di umo) assu
for any typographical, technical, content or other inaccuracies in this User Manual. Iridium reserves the right to

revise this User Manual or withdraw it at any time without prior notice. You can find the current version of this

User Manual at www.iridium.com.

IRIDIUM MAKES NO REPRESENTATIONS, GUARANTEES, CONDITIONS OR WARRANTIES, EITHER
EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION, ANY IMPLIED REPRESENTATIONS,
GUARANTEES, CONDITIONS OR WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE, NONINFRINGEMENT, SATISFACTORY QUALITY, NON-INTERFERENCE,
ACCURACY OF INFORMATIONAL CONTENT, OR ARISING FROM A COURSE OF DEALING, LAW,
USAGE, OR TRADE PRACTICE, USE, OR RELATED TO THE PERFORMANCE OR NONPERFORMANCE
OF ANY PRODUCTS, ACCESSORIES, FACILITIES, SERVICES OR USER INFORMATION, EXCEPT AS
EXPRESSLY STATED IN THE LIMITED WARRANTY. ANY OTHER STANDARDS OF PERFORMANCE,
GUARANTEES, CONDITIONS AND WARRANTIES ARE HEREBY EXPRESSLY EXCLUDED AND
DISCLAIMED TO THE FULLEST EXTENT PERMITTED BY LAW. THIS DISCLAIMER AND EXCLUSION
SHALL APPLY EVEN IF THE EXPRESS LIMITED WARRANTY PROVIDED IN THE IRIDIUM DIRECT
INTERNET USER MANUAL FAILS OF ITS ESSENTIAL PURPOSE. FURTHER, THE LIMITED WARRANTY
COVERS RIVERBED STEELHEAD MOBILE (INCLUDING HARDWARE, SOFTWARE AND/OR FIRMWARE)
AND ACCESSORIES ONLY, AND NO WARRANTY IS MADE AS TO USER INFORMATION AND/ OR
COVERAGE, AVAILABILITY OR GRADE OF SERVICE PROVIDED BY IRIDIUM SEPARATELY FOR
IRIDIUM SATELLITE SERVICES. IN NO EVENT SHALL IRIDIUM BE LIABLE, WHETHER IN CONTRACT OR
TORT OR ANY OTHER LEGAL THEORY, INCLUDING WITHOUT LIMITATION STRICT LIABILITY, GROSS
NEGLIGENCE OR NEGLIGENCE, OR IMPLIED WARRANTY, FOR ANY DAMAGES IN EXCESS OF THE
PURCHASE PRICE OF RIVERBED STEELHEAD MOBILE (INCLUDING HARDWARE, SOFTWARE AND/OR
FIRMWARE) AND/OR ACCESSORIES AND/OR THE COST OF IRIDIUM SATELLITE SERVICES
PROVIDED, NOR SHALL IRIDIUM BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
CONSEQUENTIAL, OR PUNITIVE DAMAGES OF ANY KIND, OR LOSS OF REVENUE OR PROFITS, LOSS
OF BUSINESS, LOSS OF PRIVACY, LOSS OF USE, LOSS OF TIME OR INCONVENIENCE, LOSS OF
INFORMATION OR DATA, SOFTWARE OR APPLICATIONS OR OTHER FINANCIAL LOSS CAUSED BY
RIVERBED STEELHEAD MOBILE (INCLUDING HARDWARE, SOFTWARE AND/ OR FIRMWARE) AND/OR
ACCESSORIES AND/OR THE IRIDIUM SATELLITE SERVICES, OR ARISING OUT OF OR IN
CONNECTION WITH THE ABILITY OR INABILITY TO USE RIVERBED STEELHEAD MOBILE (INCLUDING
HARDWARE, SOFTWARE AND/OR FIRMWARE) AND/OR ACCESSORIES AND/OR THE IRIDIUM
SATELLITE SERVICES, TO THE FULLEST EXTENT THESE DAMAGES MAY BE DISCLAIMED BY LAW
AND REGARDLESS OF WHETHER IRIDIUM WAS ADVISED OF THE POSSIBILITIES OF SUCH
DAMAGES.
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Third Party Information

This User Manual might refer to third party sources of information, hardware or software, products or services
and/ or third party web sites (Athird party informati
third party information, including without limitation the content, accuracy, copyright compliance, compatibility,
performance, trustworthiness, legality, decency, links, or any other aspect of third party information. The

inclusion of such third party information does not imply endorsement by Iridium of the third party information.

ANY THI RD PARTY | NFORMATI ON THAT I S PROVI DED WI TH | RI
PRODUCTS OR USER | NFORMATI ON IS PROVI DED AAS |1 S. 606 I
GUARANTEES OR WARRANTIES IN RELATION TO THIRD PARTY INFORMATION AND IRIDIUM SHALL

NOT BE LIABLE FOR ANY LOSSES, DAMAGES, LIABILITIES, JUDGMENTS, FINES, AMOUNTS PAID IN
SETTLEMENT, EXPENSES

OR COSTS OF DEFENSE SUSTAINED IN RELATION TO ANY SUCH THIRD PARTY INFORMATION.

Intellectual Property, Trade Secret, Proprietary or Copyrighted Information

To protect Iridium proprietary and confidential information and/or trade secrets, this User Manual may describe
some aspects of Iridium technology in generalized terms. Iridium products may include copyrighted Iridium and
third party software. Any such copyrighted software contained in Iridium products may not be modified, reverse
engineered, distributed or reproduced in any manner to the extent provided by law. The purchase of any
Iridium products shall not be deemed to grant either directly or by implication or otherwise, any license under
copyrights, patents, or patent applications of Iridium or any third party software provider, except for the normal,
nonexclusive, royalty free license to use that arises by operation of law in the sale of a product.

Content Copyright

You are exclusively responsible for the use of Riverbed SteelHead Mobile, including proper use of third party
copyrighted materials. If you violate these terms you agree to defend, indemnify and hold Iridium harmless with
respect to any claims or actions by third parties related to your improper use of copyrighted materials and to
pay all costs, damages, fines and other amounts incurred by Iridium, or on its behalf, in the defense of any
such claims or actions.
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1. Overview

l ridiumbébs Direct Internet Service allows cust ome
gateway. While users are not required to load any special software onto their computer to connect,

they will find additional compression and speed benefits from installing the Riverbed SteelHead
Mobile (ARiverbedo). Ho we v e r -up netwogking amd had beem shownitol i z

work with a variety of operating systems. This documentation provides complete instructions on use.

The Iridium Direct Internet service is provided by the Riverbed software application and runs through
a Riverbed® Controller at the Iridium gateway. The application provides data reduction/acceleration
for faster browsing using your Iridium phone as an Internet modem.

2. How It Works

i B

| |. s :-
. = .j )
Laptop 5 Direct Internet Server TS

By initiating a connection through the pre-configured dial-up connection, your Iridium phone will
dial and initiate a connection with the Iridium gateway through the Iridium satellite constellation.
The Iridium gateway switch will then route the call to the Riverbed server. Once connected to the
Riverbed server and a session has been established, the Riverbed accelerator (if installed on your
computer) will automatically detect the connection and enhance your Internet connectivity
experience. NOTE: The Riverbed application may take up to 30 seconds to establish its
connection with the server.
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3. The Dial4Jp Connection

3.1. Connect

This process will allow you to connect to the Internet via a data call from your Iridium phone.

1. Connect the computer and Iridium satellite phone or transceiver. The Iridium Extreme®,
Extreme® PTT, and 9555 satellite phones require a USB to mini USB cable (Iridium Part

Number: USBC0801). The Iridium 9505A satellite phone requires a standard RS-232
cable and RS-232 Data Adapter (Iridium Part Number: RDA0401). The Iridium 9522B

satellite transceiver requires the 26-pin IDC connector.

2. Position the Iridium phone or transceiver antenna with a clear view of the sky.

3. Make sure the computer is powered and completely booted up.

4. Turn on the Iridium phone or transceiver and wait for it to register with the satellite

network.

5. Launch the Riverbed SteelHead Mobile application from your Applications folder.

[ NN 9 Applications

Tags

< =milol ZTv #vl A =)
Favorites ¥ ‘@ u
@) Airbrop —

E) All My Files Photos Preview QuickTime Player
& iCloud Drive

#: Applications %

[ Desktop < )

Lo B Safar stickes

0 Downloads

e / BT
[0 sECure... & 4 'H

= )
@ Remote Disc TeamViewer TextEdit The Unarchiver

& m v

=~ i

6. Click the Wi-Fi AirPort icon to Turn Wi-Fi Off and click Open Network Preferences

a[ﬂr Tue 1:09PM intern_test Q =

Open Network Preferences... u
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7. Click iridium_handset, then, click Connect. Note: your Iridium phone may register as a
different name, such as Iridium 9575, Iridium 9555, or other names of the modem you

use.

Iridium...Handset _ .*
g . Not Connected ‘\

1 ° Thugdej.‘thernel
Not Connected

Good

K

@ USB10/.00LAN /7 =
Nof N

ot Connected

@ QUadR.32-HS 2 .
Not Configured e

o QuadR.32-HS3 | &
ot Ce ured e

Network Q

Location: = Automatic ﬁ

Status: Not Connected

Configuration: = Default ﬁ
Telephone Number: 0088160000 2

Account Name: any

e

Connect

Show modem status in menu bar Advanced... ?

Assist me..

8. Asthelridumphone i

di alingé
1 The phone will display USB Data Call in Progress or Data Call in Progress.
1 The computer will show the StatusasConnecti ngé

Network

Location: | Automatic <]

Iridium...Handset
| 3

i Connecting...

ﬁ‘: o ViFi =
) Thunde...thernet
L | [ Sl D,

USB 10/..00 LAN
® \otConnected &7
° iiylr\jlertoct‘hrvPAN 9
@ Quad RS232-HS

QuadR..32-HS 2 | &
[ iyl Q
@ QuadR.32-HS3 | &

ot Configur &
o QuadR..32-HS 4

o

+ [ g

Status: Connecting...

Configuration: | Default ™
Telephone Number: 0088160000 2%
Account Name: any

Password: | sse

Disconnect 3%
Y
L%
B
)
Show modem status in menu bar Advanced... 2 )t

Assist me...
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9. Once connected, the Status will read Connected and you can now launch you Internet

<
Location: | Automatic <

L4 e Status: Connected

Wil Cornect Time: 0:00:41 Sent:
[ Dk = 1P Address: 192.168.10.155  Received: B
[ ] Thunds...themet :; Configuration: Default <
o USBI0L.00LAN Telephone Number: 0088160000 2%

N

Account Name: any
@ Bluetooth PAN 9

. Quad RS232-HS | . Disconnect
‘e

Password: |=se

@ Quad R..32-HS 2 \_"
° Quad R...32-HS 3 \;‘
@ Quad R..32-HS5 4 \;\
- Show modem status in menu bar Advanced... ?

=g

Assist me...

3.2. Disconnect
This process will disconnect your Ilridium phone

1. Click the Wi-Fi AirPort icon and click Open Network Preferences

B 0 Tue:09PM interntest Q =

Turn Wi-Fi On I I

Open Network Preferences... h

1 Click Disconnect.
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Location: | Automatic <

L4 Status: Connected
WiF Cornect Time: 0:00:41 Sent
[ Dk = IP Address: 192.168.10.185  Received:
@ Thunde...thernet &b Configuration: = Default z
@ USB10/..00 LAN Telephone Number: 008816000025

Account Name: any
@ Bluetooth PAN ea

. Quad RS232-HS | . Disconnect
‘e

Y

@ QuadR..32-HS 2 &
° Quad R...32-HS 3 1 "
@ QuadR..32-HS 4 1 .
- Show modem status in menu bar Advanced... ?

=g

Assist me...

4. SteelHead Mobile Client

Source: Ri ver bed. fAMac Steel HeadStMoebliQeen tQlaileEn tC oPirtorp
Steel HeadE Mobi |Versiahst8.r 6s Gui de

Note: Any changes to the default settings on the Riverbed SteelHead Mobile client is not
necessary and is discouraged as it may impact the client working properly.

4.1. Status Tab

The Status tab displays the SteelHead Mobile system status, performance statistics, and
connection list.

-10 -
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| NON SteelHead Mobile

System Status
Optimization Status: Healthy
Current Controller: 192.188.24.112:7870
Controller Status: Connected : Licensed
Policy: TSCISH-SSL (19 Jul 2016 08:09 AM)

Performance Statistics

Total Data Reduction: 51%
Optimization Statistics (LAN/WAN): 3.0 MB / 1.5 MB
Your Capacity Increase: 2.0x
Branch Warming Statistics (In/Out): 0.0 KB/ 0.0 KB
S5L Connections (Successful/Total): 0/ 0

Source Remote Address App Reduction LAN WAN
¥ [ rbtmond : 2306
v . com.apple.WebKit. Networking : 2361

The following table describes the controls under the Status tab of the Windows® SteelHead Mobile.

Function Control Description
System Status Optimization Status  Displays the current state of the SteelHead Mobile. The SteelHead Mobile
can be in one of the following states:
Initializing - Indicates that the optimization service is starting.
Healthy - Indicates that all systems are functioning properly.

Critical - Indicates that the optimization service is not running. Contact your system
administrator.

Disabled - Indicates that the optimization service is turned off.

Current Controller Displays the Mobile Controller hostname or IP address and the port to which the client

-11 -
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connects.

Warning - Indicates that the optimization status is running, but there are some issues.
Contact your system administrator.

Controller Displays the Mobile Controlle 1s donnection status. Possible values are
Connection Status Connected, Licensed, Not Licensed, or Not Connected.
Policy Displays the policy currently running on the client.
Performance Total Data Displays the percent data reduction on the SteelHead Mobile since the
Statistics Reduction optimization service has been running.
Optimization Displays the total amount of optimized data exchanged with peer
Statistics (LAN/ SteelHead (for LAN/WAN).
WAN)
Your Capacity Specifies the performance improvement as a result of data optimization
Increase

Branch Warming

Statistics (In/Out) Displays the branch warming statistics. This is a feature that is not utilized with the

solution Iridium is providing.

SSL Connections
(Successful/Total) Displays the number of successful SSL connections.

Connection

List Displays the different connections. Right-click a connection and select Detect
SteelHeads to find and display SteelHeads along the network path to a specified
destination server.

Connection lcons

The following icons are displayed in the Connection List of the Status tab to indicate the state of the connection:

Yellow arrows Displays Established (Optimized) connection.

Green arrow Displays Established (Branch Mode) connection.

Blue arrow b Displays Established (Branch Warming) connection.
Gray arrow Displays Established (Pass-through) connection.
Red arrow — Displays Established (Optimized) connection with optimization error.
Lock icon IEI Indicates secure inner channel connection
-12 -
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4.2. Support Tab
The Support tab displays tools for assisting you in diagnosing problems with your system. Listed

below are the controls for the user to be used during troubleshooting with a system administrator
or Riverbed support staff.

8 O (¥ Tue1:48PM interntest Q i=

Optimization Status: Critical
Not Connected to 192.168.24.112:7870
Data Reduction: 0%

Optimization: Enabled
Turn Optimization Service Off

Status...
Preferences...

View Log
Generate Sysdump
Generate TCP Trace
Detect SteelHeads
Restart SteelHead Mobile
Reset Statistics

About SteelHead Mobile en Shot
Quit 7..7.57 AM

View Log: View the log files for the SteelHead Mobile Client

Generate Sysdump: Generate a system dump to upload to your Administrator for troubleshooting.
Generate TCP Trace: Generate a TCP dump sent to your Administrator for troubleshooting
Detect SteelHeads: Displays SteelHeads along the network path to a specified destination server
Restart: Restart the SteelHead Mobile. This is the first step to troubleshooting the client.

Reset Statistics: Resets the cumulative historical statistics

RN R
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4.3. Client Preferences
The SteelHead Mobile client preferences pane appears with three tabs: Optimization, Controllers,

and SSL.

1. The Optimization tab displays current optimization status and enables users to enable
optimization, configure connection reset, and set the data store size.

® O 4 i SteelHead Mobile Q, [}
Controllers SSL  About
SteelHead Mobile Monitor Service: Hunning Restart

Optimization Status: Healthy
Optimization Settings

RIOS Bandwidth and Latency Optimization [oul Off

NFS Optimization: | Disabled by admin MAP| Optimization: M
HTTP Optimization: (Lilhl of Citrix Optimization: | Disabled by admin
S5L Optimization: m Lotus Optimization: | Disabled by admin
Oracle Optimization: | Disabled by admin

Reset connections when SteelHead Mobile is initialized
Datastore

Current data store size on disk: 3220.0 MB
Data store size: Auto (10 GB)

-14 -
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2. The Controllers tab displays the current controller and connection status, and enables
users to specify controller options and to add and modify controllers.

® O 4 HH SteelHead Mobile Q

| Optimization mﬂ]ﬂ SSL About |

Current Controller:  192.168.24.112:7870
Connection Status: Connected : Licensed

Select controller to use at random: CGH(eh il On  Off

I Use controller list defined by administrator
O Override controller list

7]
4]
@
g

Controller Name Paort Test Walid
192.168.24.112 7,870 | Test

[+ —[a]v]
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3. The SSL tab displays the CA certificates and enables users to enable or disable SSL
optimization.

® O 4 HHH SteelHead Mobile Q, Search

| Optimization  Controllers El About |
SSL Optimization: m Refresh

SteelCentral Controller for SteelHead Mobile CA Certificate
SteelCentral Controller for SteelHead Mobile Server Certificate
SteelHead Peering Certificate

D Advanced SSL CA Certificate

Serial Number: 16:EC:1D:D6

Issued To: Issued By:
Commaon Name: Riverbed SteelHead Mobile Common Mame: Riverbed SteelHead Mobile
Client Internal CA Cert Client Internal CA Cert
Email: Email:
Organization: Riverbed Technology Inc Organization: Riverbed Technology Inc

Org. Unit: Org. Unit:
Lecality: Locality:

State: State:

Country: Country:

Issued On: Jul 25 22:14:58 2016 MST
Expires On: Aug 02 18:54:36 2017 MST
Fingerprint: 4A:5E:DA:71:0F:BF:E9:68:9C:76:42:64:A5:2E:DD:FD:3E:B4:ET.74
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5.SteelHead Mobile Client Interactions

5.1. About
1. Click on the Riverbed icon in the Taskbar and then click About

8§ <O ¥ Tue113PM intern_test Q =
‘\ : =—
Turn Optimization Service Off

Status...
Preferences...
Support >

About SteelHead Mobile l;u Shet

i

2. The About dialogue box will appear and will give you information regarding Patents,
Version, and Support.
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